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ABSTRACT 

This paper presents the challenges for development and 
maintenance of the safety case for electrical, electronic 
and programmable electronic systems (E/E/PES) used in 
safety-critical applications.  A Remote Condition 
Monitoring (RCM) system is taken as a show case to 
demonstrate the elements of a safety case from concept, 
requirements and design through implementation, test, 
integration and transition to use.  This reviews the 
techniques that may be used to manage safety issues at 
different phases of the project, namely: 

a) Safety case data models such as Goal-Structuring 
Notation (GSN) to assist with the top-down planning 
of  the safety goals, strategies, assumptions, models 
and context as well as arguments and evidence 

b) Preliminary hazard analysis and the structure of a 
hazard log, its population and management 

c) Compliance with safety regulations & standards 
d)  Full traceability and audit trail 
e)  Management information such as a summary safety 

risk classification matrix. 
 
1 INDRODUCTION 
When managing a complex system, at least one central 
shared database is indispensable for a team of developers 
and all other stakeholders. Safety is one important aspect 
of such a complex systems and is best addressed under 
the “fitness for purpose” paradigm. In other words: Is the 
system designed, developed, implemented, operated and 
maintained to be as safe as it needs to be?  A recent study 
by the UK Health & Safety Executive (HSE) found that a 
greater volume of significant hazards were identified at 
the early conceptual and requirements phase of any 
project/product development.  Yet, there is a knowledge 
gap between the safety engineering community and the 
systems engineering and requirements management 
world.  The following problems with existing approaches 
based on status-quo were identified: 

 Non-common processes – Parallel and disparate 
processes for managing safety as opposed to 
managing other system requirements;  

 Re-inventing the wheel each time a new safety case 
project commences; 

 Non-integrated approach – Generally many obstacles 
in unifying engineering and acceptance team efforts 
and insufficient integration within each team (‘silo-
working’ leading to ‘weakest-link’ syndrome); 

 Manual traceability – The most common IT tools for 
safety case production remain MS-Office (Word, 
Excel, …) resulting in difficulty of traceability 
between multitudes of separate generated documents; 

 Lack of Control Tools – It was not possible to impose 
a credible technical management plan to monitor and 
review the safety case production process. 

 

The approach promoted in this paper is one that attempts 
to overcome the above shortcomings.  We have seen 
through dialogue with over 300-strong system safety and 
systems engineering community in the past year that the 
above problems are being recognised and several attempts 
are being made to bring an integrated approach to manage 
safety in synergy with other system features.  In section 3, 
we introduce a case study of a novel distributed RCM 
system to demonstrate issues related to the development 
of a safety case. These include HAZard IDentification 
(HAZID, section 4), compliance with requirements in 
safety standards, regulations and best practice (section 5) 
and presentation of a structured case for safety with 
appropriate argumentation and supportive evidence 
(section 6).  In section 7, we outline the features of an 
Integrated Safety Case Development Environment 
(ISCaDE), a commercial off-the-shelf software package, 
that we used to bring together all elements of the RCM 
system safety case.  Benefits of the approach adopted and 
the integrated environment used are summarised in the 
conclusions. 

2 RCM SYSTEMS  
The Railwise RCM system under study here is a 
prototype distributed system based on fieldbus technology 
installed over existing safety-critical railway signalling 
equipment.  It was developed as a collaborative industry-
academia research programme at the University of 
Birmingham (UK). 



Trackside PC (TSPC):  An on-site PC is used to control 
the network and process the data acquired. It should be 
housed in a floor standing lockable cabinet to provide 
security. The PC is required to transmit and receive data 
using a telephone modem. Industrial PC uses RAID 
technology for data backup.  (see Figure 2 – TSPC). 

The Railwise RCM system is designed specifically for the 
purpose of providing warning of incipient failures in 
safety-critical electro-mechanical systems such as 
signalling equipment (point machines, level-crossing). It 
allows the prediction of faults by input analogue and 
digital signals into knowledge of the state of the health of 
equipment being monitored. The system is intended to be 
used in the railway industry for remote condition and 
event monitoring.  It has the following functionality: 

Figure 2 – Railwise RCM Track-side PC 

 Collects data from sensors attached to signalling 
asset (Equipment Being Monitored - EBM) 

 Transmits data to a trackside PC (TSPC) 
 Transmits data to Central Remote Monitoring PC 

(RCHSP) 
 Stores data in a memory device 
 Displays data using graphical interface (GUI)  
 Analyses data, compares with normal mode and 

warns of abnormal deviations. 
The Railwise system has a distributed architecture at 
four levels: 

1. Physical layer: sensors and Fieldbus nodes 
2. Data Link layer: defines the methods used to transmit 

and receive digital data, WorldFIP PC card 
3. Transport layer: manages the flow control of             

data,employs WorldFIP protocol 
 

Server PC (RCMSP):  RCMSP connected to TSPC 
using ADSL, ISDN or plain old telephone system. It can 
be used as auto backup, alarm or data controller.  The 
Server PC allows the publication of information on the 
Internet via an XML interface. 

4. Presentation layer: presents graphical information 
 
Railwise employs WorldFIP Fieldbus distributed data 
acquisition technology.  The network consists of track 
side elements (Fieldbus nodes and sensors, track side PC), 
server PC (RCMSP), data communication (modems), data 
presentation and analysis. 

Data Presentation and Analysis. RailWISE provides the 
user with a mimic layout of the selected junction assets 
with the ability to dial up the site PC to retrieve data. 
Once the data has been downloaded to the system, the 
data files can be selected and analysed using CD player 
style controls to play/rewind events or to single step 
through the data. There are also options to edit the 
configuration file, view/print digital lists, export 
configuration files and view live analogue data.  

Figure 1 – A Typical Fieldbus Node Architecture 

Fieldbus nodes - The transducers are connected to the 
Fieldbus network using WorldFIP communication 
protocol (specified in IEC-61158). Two different types of 
nodes have been designed – the digital node and the 
analogue node. The digital node acquires digital data from 
spare relay contacts and digital output signals from 
external monitoring equipment. Each analogue node is 
designed to provide an independent isolated power supply 
to two transducers and transmit the transducers output 
across the Fieldbus network to the PC.  The analogue 
nodes are situated locally to the sensors (<500 m).  

Figure 3 – A Typical Railwise GUI Front-end 

 

 



RailWISE System Boundary - The RailWISE System 
consists of appropriate transducers, Fieldbus nodes and 
network power supply, network cables, TSPC and 
RCMSP. The transducer signal is converted into 
appropriate data to be transmitted to the WorldFIP PC 
card using the WorldFIP interface. A PCA1001 Fieldbus 
node circuit board is used to convert data. A PCA1000 
Fieldbus power supply interface board is designed to 
convert voltage into a form that can be used to supply the 
system.   RailWISE is a non-intrusive overlay system and 
will receive data through previously approved transducers 
and external monitoring systems. 
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o
hazards related to the Railwise (RCM) for a typical 
application on London Underground Limited (LUL) 
infrastructure. The objective was to ensure that there was 
sufficient evidence in support of Railwise (RCM) safety 
argument that system-level hazards are identified, 
eliminated mitigated or controlled to an As Low As 
Reasonably Practicable (ALARP) level. 

3.1 Hazard Analysis Process 
The hazard identification process as defined in the Yellow 
Book  [1] and EN50126  [2] was used.  The step adopted 
here identifies: 

• Each hazard and its cause (causal

3. 3 HAZID Session Stakeholders.   
t into the 

hazard analysis process: 

• Supplier Representatives - Those with experience 
of system design, development and installation 

• Safety Approval experts - Those from the 
infrastructure owner/operator/maintainer, with 
experience of the approval process for non-safety-
critical RCM equipment 

• Safety and Risk Management Consultants  - rcm2 
limited acting also as facilitators 

3.4 Safety Risk Matrix.  
Each hazard was assessed for its probability of occurrence 
and severity of its consequences. This allowed the 
identification of the risk the hazard contributed to the 
overall risk of the installation and operation of the system. 

igning each hazard 

termined the overall risk rating. 

ble 

The following competencies provided an inpu

• 
• Any existing controls o
• Scenario that best describes the hazard. 
• The impact of the hazard to the overall risk. 
• Mitigation/barriers (additional potential controls) over 

the hazard and its likely consequences. 

Harmful consequences of hazard (incidents and accidents, 
also known as ‘hazardous events’) were grouped as 
follows: train collisions; train derailment; collision with 
an object on the line; Passenger injury/lo The assessment was carried out by ass

with a probability and severity rating as detailed in the 
Tables 1, which in turn deinjury/loss. 

3.2 Hazard Analysis Guidewords. 
The following guidewords were used to prompt the 
identification of

Ta 1 Probability that the hazard will occur 

Category Rating Description 
sessions: 

Frequent 6 Continually experienced. 

Probable 5 Sev

A) Life-cycle issues:  An activity checklist
each lifecycle phase: 

eral times, Often. •    Design (FMECA, EMC Tests) 
•    Installation (cabling) Occasional 4 Several times but not often 
•    Test & Commissioning  

   Operation (Manuals, Strategy, Training Remote 3 
•    Maintenance (Manuals, Strategy, Training) 
•    Decommissioning and Disposal 
B) Interfaces (e.g. with Signalling or other assets):  
Example factors/guidewords used: 
•    Sensors – Equipment Being Monitored 
•    Sensors –  

Improbable 2 Unlikely to occur but possible 
though exceptional. 

Incredible 1 Extremely unlikely or Never. 

Sometimes during lifecycle.  

 



It is often common practice for participants at HAZID 
ssion to agree a range of values to which each of these 

robabilities refer to.  For example, “incredible” may 

The Overall Risk Ratin a on of the 
robability and severity ratings and determines the risk 
vel of the hazard.  The summation is based on the fact 

-magnetic interference (EMI) issues 
s 

 bare cables, or RCM faults transferring 
g 

 
 

Ta
Occurr Riskse

p
refer to a potential accident or harmful incident once in 
100 years and “improbable” once in a decade.  Generally 
you may draw on analogy between a new hazard, a 
similar one, and ask the question that in the past say 10 
years how many such incidents have occurred and 
therefore try to guesstimate the probability of the 
occurrence of the new hazard in the future. 

Table 2 Severity - The level of impact the hazard will have 
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Loss of a 
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Minor injury 
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environment 
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minor injury 
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p
le
that each of the severity and probability ratings represent 
an order of magnitude increase from its predecessor, 
hence addition rather than multiplication of values based 
on logarithmic scales.  An ORR of 4 or less is acceptable, 
in which case no action is required and between 5 and 7 
the risk is tolerable and above 7 it is intolerable. In the 
last two cases actions have to be taken to try to reduce the 
risk to be as low as the (ALARP).  

For Railwise RCM system case study, typical hazards 
included: 

• Electrical shock to the technician from high voltage 
sources  

• Electro
• RCM signals interfering with safety-critical signals a

a result of
incorrect potentials to safety-critical signalin
circuitry. 
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th
eli inate, mitigate or control newly 
may also be useful to have a short-hand list of the most 
relevant safety requirements pertinent to the EEPES under 
study at the HAZID session in order to prompt the 
participants not to miss the obvious hazards that the 
requirements are designed to manage. 

5  SAFETY CASE ARGUMENTATION 
The maintenance of a hazard log, risk assessment and 
compliance with safety requirements are now the 
cornerstones of any system safety management standard 
for safety-critical industries [e.g. 5].  These, however, are 
not sufficient for addressing the central claim that the 
system is safe for its intended mission, and most 
Standards now require the production of a System Safety 
Case.  The Safety Case shall contain a structured 
argument demonstrating that the evidence contained 
therein is sufficient to show that the system is safe.  A 
safety case is often a larger requirement and implies a set 

 



of arguments and evidence to support a central claim and 
a structured set of (associated) sub-claims.  A safety case, 
therefore, consists of; 

 Goals/Claims – An explicit set of objectives 
(goals/claims) about the system, whether an 
u are safety ndertaking, project or product.  These 
requirements that are adequate and shall be met in a 
given context (application/environment) based on 
well-defined validation criteria, 

  Evidence – Supporting processes and documents such 
as risk modelling, hazard identification, risk reduction 
measures, quality and safety management system and 
audit reports, 

 Arguments – A set of arguments that link the evidence 
to the goals (claims), together with any underlying 
assumptions and judgements. 

Various graphical notations have been proposed to 
support the development and presentation of system 
safety cases.  These notations are readily used at the early 
safety case planning phase to identify focus areas needing 
attention in terms of argumentation and evidence 

hering.  They are alternatively used at the safety audit 
 approval phases by independent assessors to find 
ir way logically through a myriad of documents 
aining to a particular system safety case.  Safety case 

ations are discussed in Section 6.5 below. 

gat
and
the
pert
not

6. I
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the
Sys as its platform.. It combines the features 
of a
gra
env ifferent safety case 

NTEGRATED DATABASE ENVIRONMENT 
aDE is a networked software environment that uses 

 DOORS (Dynamic Object-Oriented Requirement 
tem) database 
 multi-user, multi-access, object-oriented database and 

phical presentation capabilities in an integrated 
ironment that marries d

development techniques: GSN with Hazard Log and 
traceability to safety requirements/standards compliance. 

Figure 5. Safety Requirements/Standards Compliance 

 
 
6.1 Safety Standards & Safety Requirements Capture.   
A common challenge to the development of product 
safety case is to identify the applicable safety standards 
and legislation and to develop new safety requirements 
that should drive the design and other phases of the 
product development.  This may be an iterative process 
and needs to be managed throughout the product’s 
lifecycle.  ISCaDE provides an ‘Initialise Standard’ 
functionality and allows the whole standard to be 

requirements and saved as a view for future traceability 
purposes.  A structured word document is therefore turned 
into a database table and additional attributes such as 
validation and verification criteria and tests may be 
assigned to each safety requirement (Fig. 5). 

6.2 The Hazard Log and Hazard Log Form.   
ISCaDE allows a configurable hazard log with an easy to 
use data entry form.  Each hazard is given a unique 
identifier and as a DOORS ‘Object’ has properties that 

clude cause, scenarios leading to consequences 

e 

imported but only relevant clauses marked as safety 

in
(accidents and incidents), probability and severity of 

 and accidents and the overall risk rating, mitigation
controls, the state of each hazard, actions recorded and th
actionees (Fig. 6). 

Figure 6 – A Typical ISCaDE Hazard Log Form 

 
6.3 Hazards/Safety Requirements Gap Analysis. 
The ability to provide many to many traceability links 
between hazards and safety requirements is an 
advantageous feature of the ISCaDE environment.  This 
allows identification of gaps, on the one hand 
development of new requirements that control/mitigate 
hazards and on the other ensuring that all hazards that 
existing standards imply are identified and managed. 
6.4 Safety Risk classification Matrix. 
It is often important for engineers to monitor progress 
with safety and hazard management at the system level in 
order to present it to management.  ISCaDE produces a 
system safety risk classification martrix automatically 
from the snap-shot information stored in the system 
hazard log (similar to Table 3). 
6.5 Safety Case Notations. 
ISCaDE allows automatic production of safety case 
diagrams from a safety case notation structures such as: 

a)    Goal-Structuring Notation (GSN) is a graphical 
approach to presenting the structure of a safety argument.  

 



Goal hierarchies consist of: Goals – a requirement, target 
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nce used as basis 

 contribution to the 
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or constraint to be met by the system;  Strategies – rules 
to be invoked in the solution of goals; Context; Models; 
Justification; Assumption and Solutions – evidence, 
analysis, design review and audit report. 
b)  Adelard Safety Case Development Manual 
(ASCAD)  is a total safety case development strategy.  It 
is based on Evidence-Argument-Claim structure: Clai
about the properties of the system; Evide
for the safety argument; and Argument that links the 
evidence to the claims via a series of inference rules. 
c)   Weighted Factor Analysis (WeFA) is a graphical 
presentation of drivers and inhibitors to a top safety goal 
or objective.  Each driver/inhibitor is in turn a sub-goal 
with a different positive/negative
higher level goal, represented
 
Each of the above notations has its particular strength

                                                                               

product/project. 
• Automatic traceability and a full audit trail between 

all elements of a system safety case and the 
processes and techniques used in its development 
and maintenance. 

• Encouraging and facilitating cooperative teamwork. 
• Saving considerable time and money, ultimately 

leading to a safer and less expensive end-product. 
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The WeFA model allows one to view the opportunit
for improving safety the new product entails as well as 
the threats (managing hazards).  ASCAD uses the 
terminology (evidence, argument) readily used by
engineers in their safety case documentation.  GSN, on
the other hand, benefits from the ability to assign 
attributes such as Context, Justification and Assump
to goals (claims) and strategy (arguments) a
‘solution’ is where supportive ‘evidence’ of compliance
or argumentation is phrased.  Figure 7 shows an ISCaDE-
generated GSN diagram for the Railwise system.     
Figure 7 – ISCaDE GSN for Railwise 

 
7. CONCLUSIONS 
The overall approach advocated in th s paper is to view 
the safety approval process as synerg

safety s.  He is an electronici
etic to, and in 

parallel with, the systems engineering and requirements 
management processes.  In other words, the safety 
paradigm is an intrinsic element of the overarching 
problem: is the system ‘fit for purpose’?  And is the 
safety managed accordingly, i.e. do the safety 
requirements (that control/mitigate hazard), design 
features, implementation etc. meet the system mission?  

This approach was demonstrated for the RCM case study 
using Integrated Safety Case Development Environment 
(ISCaDE), a commercial-off-the-shelf (COTS) software 
package.  ISCaDE extends the features of the DOORS 
requirements management database to cover the 
techniques and processes widely used for safety 
management.  The benefits and challenges of using such 
an integrated environment may be summarised as follows: 

• No duplication or missing effort as all project 
information including safety is managed within a 
single object-oriented database. 

• Transparency of information to all team members 
within a secure multi-user multi-access environment. 

• Graphical presentation of safety information 
automatically from the structured data for the benefit 
of all stakeholders including managers to monitor 
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